~IB

1
T

—OAD

Web-based

Network Management System
User Manual

Ver. 1.0 \\ — —



Network Management System User Manual

Introduction to FRVIEW Platform

FRVIEW is a switch device view management platform independently developed by
Shenzhen Fiberroad Technology, which is a full-stack integrated network security
operation and maintenance platform. Used SNMP based on TCP/IP protocol suite along
with the product MIB and LLDP, it links various communication and transmission
devices together to realize the solution of informationization, remote management and
smart operation and maintenance. FR-DMVIEW is equipped with rich functions such as
one-click scanning through network devices, network topology discovery, device
performance perceiving, traffic analysis, data visualization and device malfunction
alarm, etc. It adopts data chart interface to provide end users with a more flexible and
convenient operation experience, satisfying users' needs to manage the devices in the
network at anytime and anywhere and to obtain the operation and running state of the
devices in real time.FR-DMVIEW platform has strong compatibility so it can be deployed
on Windows, Linux and other operating system platform servers and PCs. It can

support domestic mainstream servers, middleware, and databases perfectly.
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. Requirements for Use of The FRVIEW Platform

1) Hardware Requirements:

Device
CPU Memory Hard Disk
Numbers
1~250 Inter Xeon 2.0GHz@ 4
1~250 >8GB 20GB min
cores/4 threads

2) Operating System Requirements:

Operating
Production Environment Version
System

Windows Windows 10/8/7,or Window Server 2019/2016/2012 R2/2008

Linux Ubuntu/Suse/Red Hat/CentOS

IE Browser Chrome/Firefox/Edge/IE11

3) Software Requirements:

Plugin
Download Address and Description Reference
Name
JDK JDK version should be at least 17 or higher Download:
Environment https://www.oracle.com/java/technologies/downloads
WinPcap https://www.winpcap.org/install/bin/WinPcap_4_1_3.exe
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Il. Steps for Platform Usage

FRVIEW management platform is based on SNMP and LLDP for device
f management and maintenance. When using the software of the platform,

please make sure that the managed device supports SNMP and LLDP, and

these protocols are enabled.

1) Installation and Operation of FRVIEW
» FRVIEWV1.0 version employs installation-free design, users only need to

unzip the zip package of the software, and then run the inms.bat file

under FRVIEW->bin;

» Open the browser and enter http://localhost:8181 in the browser to
enter the interface of the management platform;
» The following shows the login access address (PC or server NIC address) of

the back end for reference.

www.fiberroad.com -4 -



Network Management System User Manual

2) Login and Registration

FIBERROAD

Power Alarm & Port Stat

o
Welcome Back! 65
Please enter your credentials Lo acCess your networ
management account.

Account Name

» Enter the system default administrator user name and password on the

login page: admin, admin;

Click Login to login to the user list page;

In the current version, the default system administrator admin
A name and password cannot be changed. Our company will

provide this function in the next version.

£ e
a
Account Name Roles Created At
admin ‘Admin 2023-01-01T00:00:00+0800

Eddie Operator 2023-05-137T09:18:01+0800 2]
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» Click Create new user to create an operation administrator for the system.

Users can customize the username and password according to their

needs, as shown in the figure below.

Management Roles Description:

Do not provide platform operation permissions and can
System only increase user operation and registration permissions;
Administrator | Default username and password: admin, this version

cannot be modified;

A user assigned by the system administrator who can
Device perform operations such as discovery and topologization of
Operator platform devices. The user name and password are set by

the system administrator;

Users are assigned by the system administrator and can

monitor and supervise the platform equipment without
Regular User
equipment operation rights, and the user name and

password are set by the system administrator;
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3) Registration of FRWIEW

Please click the symbol at the bottom left corner of the interface to bring up

the window as shown in below,

App Information

@

:1.0.0.0

:1.0.0.0

:2023-08-19 13:27

: Eddie

: 2024-10-06
515dbff03bbe68005faad
2554d7e3d91f00dfec7d
7a3d9bf2c766c22f2e0d7
63

License Status < valid

Please copy the content in the blue box and send it to our technical staff for
License application. After successful application, please save the activated
License file to the directory as below.

> nms-install-1.0.0.0 » FRVIEW » conf »

N )
~ mbtiles
~ public
] inms
| ] inms-install.version
| 7 license.key
| | logback-spring
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4) Device Scanning and Discovery
> Please log in with the newly created operator role;

After Login, you will enter the FRVIWE platform homepage

3 Discaver @ Impart & Export g A eddie
Dashboard
Total Devices. Online Devices Alarm Devices o Offline Devices
Alarm Trend Daily Top 10 Alarms
nType
OTF1921683.47 92168341
34
offine
OTF 192168343 192168343 offine
OTF192.168.3.44 92.168.3.44 offire
1
0 ™ ™ ™. u
20231116 202371117 2023718 20319 202371120 20237112 2023-11-22
-

lcon Function Description:

Dashboard page

Web page

Device Discovery page

Device Map Display page

System Parameter Setting

BEREEE

Click the icon to enter the Discovered Devices page as shown below:
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3 Discover th Import & Expert g B eddie

Discovered Devices [Sc lect Network Interface -'] Ba

ce:15:31:2d:08:ca Microsoft

MAC NEIP MASK Gateway MGMT VLAN Signal LED Port Numb cci15:31:2d:08:ce Microsoft Discovered AL

S8:FCRde 2730
192.168.3.201,192.168.1.201
Realtek USBE MIC

ce:15:31:2d:08:xca 192.168.9.130
Microsoft

DOFR56:T 0903 26,26 26.1 TAP-
Windows Adapter V3

Select the NIC which is directly connected to the switch via the drop-down menu.

Once selected, click the Discovered Devices button. As shown in the figure below:

2 Discover  Import @ Export & A eddie -
Discovered Devices 98:c:84:e3:27:37 192.168.3.20... Waitfor..  Batch IP Config
MAC NEIP MASK Gateway MGMT VLAN signal LED Port Number Model Discovered At
00:08:0955:23:25 192.168.2.16 255255.255.0 o000 1 o 10 STC:SL300FN 20231122 155117 7
00:18:93:0b:56:23 182.168.1.67 255.255.255.0 0000 1 ok 12 LS-E2408GM-SFP 20231122 15:51:17 ’
00:18:93:0c:b0: 14 192.168.1.220 255.255.255.0 0.0.0.0 1 OFF 20 15W9220G-4GS 2023-11-2215:51:17 rd
00:18:93:17:53:ea 19216828 255.255.255.0 0.0.0.0 1 OFF 10 1SW9010G-2G5-401P 2023-11-2215:51:17 V4
5a:58:58:00:00:00 192168221 255.255.255.0 0.0.0.0 1 OFF 10 1KS9010G-2GS-8P 2023-11-22 15:51:117 ra
00:18:93:20:¢7:97 152.168.3.42 255.255.255.0 0000 1 oF % 1KS92266-265-248 2023122155117 7
00:18:93:17:6£:17 192.168.2.96 255.255.255.0 0.0.0.0 1 OFF 10 15W9010G-2GS5-8P 2023-11-2215:51:17 rd
5a:58:58:22:99:88 192.168.3.43 255.255.255.0 0.0.0.0 1 OFF 12 15W9012G-4G5-3P-4DIP 2023-11-2215:51:17 rd
00:18:9320:67:61 192168341 2552552550 0000 1 oFF % 1K592266-265-247 20231122 155117 2
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5) Device IP Address Modification
> After scanning out the network devices, click the button 7 then
the IP Config page as shown below will pop up. Enter the address

you need to modify in the device IP to modify it.

255.255.255.0

The current version of IP address modification only supports
temporary IP address, and the default IP will be restored after
A the device is powered off. If you need to solidify the IP, please

enter the switch through the web page to save it.
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> Under the modified IP address segment in the previous

operation, click the button *** .In the pop-up discovery

window, enter the IP address segment of the device need to be

discovered. As shown in the figure below:

www.fiberroad.com
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| E) oismve:l th import @ Export g & eddie
Topology Tree NEList  Topology  Alarmlist  TRAP List
& Root
~ (5 192.168.3.0
Q
NE Name NE IP NE Type SNMP Version Temperature Power CPU(%) Mem(%) Status Uptime Last Time
OTF_192.168.3.41 92.168.3.4 SWITCH SNMPV2E 38 63 2 Offline 43284 20231122 15:52:02
OTF_192.168.3.42 92.168.3.42 SWITCH SNMPV2e 36 23 27 Alarm 294862 2023-11-22 155202
OTF_192.168.3.43 SWITCH SNMPV2C 38 2 64 27 Alarm 322028 2023-11-22 155202
OTF_192.1683.44 32.168.3.44 SWITCH SNMPV2c Offline 2023-11-22 15:52:00
Page1of 1, 4items 53 >
2 4
Online Devices Alarm Devices
2 4
Offline Devices Total Devices
Topology Tree nformation ogy  AlarmList  TRAPList
» (& Root
- £ 19218830
NE Name Descriptior NE Type
152.1683.01 OTF_192.168.3.43 Industrial Ethernet Switch Software Version V2.2 L2_SWITCH
NEIP ftware Version
£ 192168302 192.168.3.43
System Name ocation System Contact
8 192168.3.43 switch location contact
MAC Address Pawer On @
| 192.168.3.44
921683 5A5858229988 2
Description MAC Alias Linked Device Name Linked Device Type Inbound Speed{Mbps) Outbound Speed{Mbps) Admin Status Oper Status
GE 5AS858229989 o 0 DowN Vi
GE/2 SASB5822998A o o Yes DOW rs
GE/3 SASB58229988 o o ] DOW rs
GE4 5AS85822998C o 0 . DowN P
GE/S SAS85822998D o o ] DOW rs
2 4
Online Devices Alarm Devices GE/G SAS85822998E [ 0 DowN P
GE/7 SASB5822998F 0.016626 0.000436 Yes IF 4
2 4
Offline Devices Total Devices GEB 5A5858229990 0016488 0.000034 ® F
GE/9 SAS858229991 o o Yes DOW rs
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» Page Function Description:

Topology Tree Displays drop-down tree icons D
and IP addresses of all devices

Device root, including devices in

different network segments.

Roo

Overview of devices in the

IP Address segment | - segment @
IP Address ngrview of a single selected )
device
7) Display of Network Topology
>  After network device being discovered, click to the button ™ to

reveal the network topology map, which is automatically loaded and does

not need manual engagement, as shown in the following figure:

3 Discover f import  Export g 2 eddie v
Topology Tree nformation AF
« (& root cancel | E
+ (3 19216830 (]
a E'I"Fl_j?zz‘tlﬁﬁ.l44
192.168.3.41 R
£ 192.168.3.42
£} 192.168.3.43
192.168.3.44 O -] \
o OTF192168.3.42 a OTF_192.168.3.43
19216834 ©192.168.3.43
a DTF‘J?Z:SSZ‘H
2 4
Online Devices Alarm D¢
+
4

Offline Devices Total Devices =
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) )
OTF_192.168.1.7
192.168.1.7

a OTF_192.168.1.10
192.168.1.10

OTF_192.168.1.8
192.168.1.8

Adjustment Instructions for Topology Diagram:

+ Topology Diagram Enlargement

—_ Topological Diagram Reduction

Topology Diagram Centered

[l |
Lo

Topology Diagram Lock Button, you need to convert the state

to unlocked one to modify or drag the icon

Red Line | Connected abnormally

Green Line | Connected normally
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8) Network Malfunction Alarm
FRVIEW platform provides real-time device alarm information, including device
power supply, device ports, device temperature and other information. When a
network device, such as a switch is added to the platform, all the alarm information

will be reflected with the device. As shown in the figure below:

3\ Discover  Import & Export g & eddie v

ﬁ

Topology Tree nformatior pology

+ © Root
Active Alarm

- 3 19216830

Alarm iD NE Name NEIP NE Type Alarm Type Component Index Recovered At Acknowledged At
192.168.3.41
70 OTF_192.168.3.43 - SWITCH Power Down 1 2023-11-1 09:28:02
£ 192.1683.42 37 OTF_192.168.3.43 SWITCH Port Status Down 12 2023-11-1 09:26:02
s 192168343 4 t5ta wr " 2023-11-1 09:26:02
D 192168343 35 OTF_ 8 SWITCH Port Status Down 3-11-1 09:26:0;
34 OTF_192.168.3.43 SWITCH Port Status Down 10 2023-11-1 09:26:02
192.1683.44
33 OTF_192.168.3.43 4 SWITCH Port Status Down 9 2023-11-1 09:26:02
OTF_192.168.3.43 2 SWITCH Port Status Down 1 2023-11-1 09:26:02
32 OTF_192.168.3.43 4 SWITCH Port Status Down 6 2023-11-1 09:26:02
2 OTF_192.168.3.43 2 SWITCH Port Status Down 3 2023-11-1 09:26:02
2 OTF_192.168.3.43 4 SWITCH Port Status Down 2 2023-11-109:26:02
3 OTF_192.168.3.43 2 SWITCH Port Status Down 5 2023-11-109:26:02
2 4
Online Devices Alarm Devices
Page 10f2, 11 items [
2 4
Offline Devices Total Devices

Cleared Alarm
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IV. Appendix: Instructions for Enabling SNMP and LLDP Features on
the Switch
1) Interpretation of nouns
» SNMP (Simple Network Management Protocol)
SNMP is a set of network management protocols defined by the Internet
Engineering Task Force. Problems with the network can be detected by
received event reports from devices through SNMP. It is a management
protocol designed specifically for IP-based network management nodes
(servers, workstations, routers, switches, etc.).
» LLDP (Link Layer Discovery Protocol)
LLDP is a standard link layer protocol, mainly composed of management
address, device identification, interface identification and other
information, and publish these information to the directly connected

neighboring devices to discern the link condition of the network.
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2) Switch Set-up

> Enable SNMP Function

SNMP Basic Serting
Admin Staa | ® Eabied_O Disabied |
SNMP Port L - |
Systems Name switch | (Any UTF-8 String Except Spaces, MAX: 32 Bytes)
Systems Location Tocation | (Aay UTE-8 Sting Except Spaces, MAX: 235 Bytes)
11 Fvi/va sewing System Coatict contact | (Aay UTF-8 Sting Except Spaces. MAX: 255 Byes)
Communities
Comemuaity (Aay UTE-S String Except Spaces, MAX: 127 Bytes) Type Add
| Read.Only  Resd-Wite

Comasities public
Read-Only Read-Write

[ private

Note Updae te system name may cause an sxceplion 1o the Moculs Mal dapendency on the hestnama. It recommended thal festart the system

As shown in the above figure, you can enter the IP address of the switch to access

the embedded Web page of it, and then click Management Settings->SNMP->V1/V2

Settings->Apply to save the configuration.
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» Enable LLDP Function

Pert. Destination address Admin Status JTransmitinterval(s)  Hold multiplier  Reinit delay(s) intes JLransmit eredit num __Fast transmit Fasttransmit num_ Trap enable TLVs transmit enable

P e e (| C— O | | O | I T o " | Disabisd ] | | Pon decnption Sysem Ve,
GE2 | 0150C2-00000E NEDW coive | (O N | CO | O | | | Port description, Sywem Name. ... ¥
aes [ oocs v (o [ [ ) [ [ N [o— (- ot s s e v
ome_[oocaomene o N [ s s s R [— e
GES | 0150C2-00000E [Transmit And Receive | P ] (] o ] [} [Disabled v | iptiom, Symem Name, . ¥
ae_[oucs uoce i E e JF J P |5 B ) | Do) | e s v
GE? | 0180C2.00000E TransmitAnd Receive v| ([0 | P 1 |P—7 |7 o | | O Disabled v | | Post description, System Neme, ¥
GEA | 0180C2-00000E [Transmit And Recelve v | O 0 [ | O O I | [Disabled v | iption, Syvem Nams, .. ¥
cas | ousocromece ] e JF I 3 &3 |&2 b o] | ressempin somsime . -
GE0 | 0180C2.00000E TransmitAnd Receive v| ([0 | P 1 |P—7 [ o] | | O Disabled v | | Pont description, System Neme, ¥
GE/11 | 0180C2-00000E [Transmit And Recelve v | 0 | 0 [ | C— O | [0 [Disabled v | iption, Symem Name. .. ¥
e o o S o o s s = Tt —

As shown in the above figure, you can click Management Settings->LLDP->Port
Configuration and select 0180C2-00000E as destination address, Transmit And

Receive as administrative state, and then save the configuration and exit.
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The information in this document is subject to change without notice. Fiberroad has made all effects
to ensure the accuracy of the information, but all information in this document does not constitute

any kind of warranty. If you have any questions please feel free to contact to us.

Fiberroad Technology Co., Limited
www.fiberroad.com

Sales Support: sales@fiberroad.com
Technical Support: support@fiberroad.com
Service Support: service@fiberroad.com
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